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Preface

Internet governance is one of the most pressing global
public policy issues of our time. Some estimates put
the economic contribution of the Internet as high
as $4.2 trillion in 2016." The Internet of Things
(IoT) could result in upwards of $11.1 trillion in
economic growth and efficiency gains by 2025.% And,
the Internet is more than simply a system of wealth
generation; it also acts as a platform for innovation,
free expression, culture and access to ideas. Yet across
multiple levels, the Internet’s basic functionality and

the rights of users are under strain.

The Global Commission on Internet Governance
(GCIG) was launched in January 2014 by the
Centre for International Governance Innovation
(CIGI) and Chatham House in response to trends
toward fragmentation of the Internet, with the

* All figures are in US dollars unless otherwise noted.

aim of offering guidance on how to address new
challenges as they emerge. The Commission focused
its recommendations on a call for a new global social
compact to promote a single, open and secure Internet
for all. Carl Bildt, former prime minister and former
foreign minister of Sweden, chaired the Commission,
comprised of 29 notable persons representing a
range of Internet governance stakeholders as well as
geographic regions. The Commission also benefited
from the valuable contributions and participation of
Kathy Brown, Anne Carblanc, Eileen Donahoe and
Andrew Wyckoft.

A global Research Advisory Network (RAN)
supported the Commission, producing more than
50 research papers on topics including Internet

fragmentation, human rights, interconnection and



access issues, cyber-security cooperation, trade and
development, and other Internet governance research
areas. This scholarship informed the deliberations
of the Commission and the recommendations put
forward in this report. The Commission’s diverse
expertise, coupled with the RAN’s theoretically
and empirically grounded research, has given the
Commission a unique opportunity to meaningfully

inform and advance Internet governance debates.

'The work of the Commission and the drafting of the
report was supported by a secretariat whose members
included Deputy Chair Gordon Smith, Commission
Co-directors Fen Osler Hampson and Patricia Lewis,
Senior Special Adviser Bill Graham, Director of
Research Laura DeNardis, CIGI Research Fellows
Samantha Bradshaw and Eric Jardine, Commission
Co-managers Brenda Woods and Hannah Bryce,
and Carol Bonnett, CIGI’s publisher. We also thank

Oonagh Fitzgerald, director of CIGI’s International
Law Research Program and Aaron Shull, CIGI’s
chief of staft and general council, for their guidance

on legal matters.

The Commission’s work also greatly benefited from
two extensive public-opinion surveys conducted by
CIGI and the global polling firm Ipsos on different
aspects of Internet trust and security. The surveys
provided the Commission with public input from
more than 23,000 users in 24 different countries
and territories, on a range of issues from Internet
governance, Internet access, human rights and
cyber security. The work of the Commission was
also greatly enhanced by the many contributions of
the Organisation for Economic Co-operation and
Development (OECD) and McKinsey & Company

on the economic analysis in the report.
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The Essentials

The Future of the Internet
Hangs in the Balance

The world is embracing a truly digital future. Upwards
of one billion new users and 20 billion devices are
forecast to be online within five years. However, for
this future to deliver its promise of greater digital
freedom, security, trustworthiness and accessibility
for all, governance of the Internet across all its
dimensions must be an obvious priority around the

world.

In only a few decades, the Internet has grown to be a
truly transformative phenomenon, with the capacity
to touch nearly every aspect of life. The Internet
now connects almost half of the world’s population
and connectivity rates continue to expand apace,

empowering users for both good and ill.

The Internet is unquestionably the most powerful
information system the world has yet seen, but the
digital world is only just past its infancy. As the
digital world evolves, the Internet is poised to be #he

superstructure underlying all other infrastructures.

The Internet has become such a part of our lives
that we take it, and our access to it, for granted.
Maintaining and preserving its open and accessible
qualities — the very qualities that encourage creativity
and connectivity — present a challenge. It is vital that
the rules and safeguards of Internet governance keep
up with the pace of digital innovation, particularly in
the sphere of the IoT. At the same time, the process
of governance must not inadvertently slow down the
spread of the Internet’s benefits, reduce creativity or

inhibit its global reach.

The structure of the Internet inevitably transcends

sovereign borders, thereby engaging a wide range



of actors in its development and management. The
Internet challenges traditional hierarchies and
cultural boundaries. Its governance must therefore
be based on both formal mechanisms and evolving
norms to capitalize on its tremendous power to
provide economic opportunity and security, while
also providing resilience and privacy for all Internet

users.

To realize its full potential, the Internet of the
future will need to be open, secure, trustworthy and
accessible to all. Safeguarding these attributes requires
international cooperation that engages governments,
businesses, the technical community and civil society
in a shared vision to protect the rights of users,
establish norms for responsible public and private use,
and ensure the kind of flexibility that will encourage

innovation and growth.

Grounded in an extensive program of research,
individual consultations, public opinion surveys and
enriched by our Commissioners’ wide experience,
diverse geographical backgrounds, and gender and
stakeholder representation, this report lays out
a comprehensive approach for realizing a future
with digital freedom, security, trustworthiness
and accessibility for all. It outlines the rights and
responsibilities of all actors, each playing a critical

role in shaping the future of the Internet.

Three Possible Futures of the
Internet

The Internet as we know it in 2016 will not be the

Internet of the future. The following scenarios

To realize its full potential,

the Internet of the future
will need to be open,
secure, trustworthy and
accessible to all.

explore a range of possibilities from a possible worst
case to an ideal case. These are not the only possible
scenarios, of course, and they have been put in stark
relief for emphasis. They convey the possible courses
of development the Internet-enabled world now faces.
Citizens can shape the evolution of the digital world,
but that process begins with actively choosing what
sort of future we want for the Internet and, ultimately,
how everyone will be impacted by the Internet. The
time for that decision is now, and everyone needs to

be involved in making the decision.

A Dangerous and Broken Cyberspace

The worst-case scenario is one in which the Internet
breaks on our watch. In this scenario, the costs
imposed through the malicious actions of criminals
and inadvertent effects of government regulation
of the Internet are so high that individuals and
companies curtail their usage. Governments impose
sovereign-driven restrictions that further fragment
the Internet and violate basic human rights. The
proliferation of the IoT into all aspects of daily life is
accompanied by unprecedented private data collection
and government surveillance, which destroy users’
privacy and present terrifying new opportunities for
widespread criminal breaches in cyber security and
even the possibility of cyberwarfare, including attacks
on civilian infrastructure such as the power grid or

water systems .

The cost of cybercrime in 2016 may be as high as
$445 billion. That figure could grow as high as two
trillion dollars a year in 2019 and continue to increase
to as much as three trillion dollars annually by 2020.
In this worst-case scenario, newly connected users
become easy targets for commercial exploitation,
fraud and cybercrime. Increasingly, proprietary data
and personal information are illegally copied and
reused; online and other critical services are disrupted
electronically; systems are erased or destroyed; and
sophisticated malicious actors — including state
agencies — often remain undetected despite being
very active. Invasive privacy violations and online
abuse, whether as a result of massive corporate data
collection or unrestrained government or private
surveillance, discourage Internet use. The public

becomes increasingly concerned about the secretive
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ways that algorithms are used to collect data on their
preferences, and by whom. In such a world, people
simply stop using the network and its potential is lost.

Uneven and Unequal Gains

The second scenario is one of stunted growth, where
some users capture a disproportionate share of “digital
dividends” while others are permanently locked out.
Governments do not preserve the Internet’s openness,
enable competition and encourage the private sector
to expand high-speed access, leaving more than three
billion people off-line. A world of digital haves and
have-nots results, increasing inequality and unrest
across the board. The economic value of the Internet
is compromised by governments failing to respond
appropriately to the challenges of the digital era,
choosing instead to assert sovereign control through
trade barriers, data localization and censorship and by
adopting other techniques that fragment the network
in ways that limit the free flow of goods, services,
capital and data. The costs of this more optimistic

scenario could be immense.

'The splintering of the network could lead to reductions
in national GDP of greater than one percent per year,
a reduction in domestic investment of more than
four percent, an almost two percent reduction in
exports and aggregate welfare losses ranging into the
hundreds of billions of dollars. A fragmented Internet
would also impinge upon people’s right to free
expression, privacy and access to knowledge. Walled
gardens and overly restrictive intellectual property
regimes limit knowledge sharing, stifling innovation.
Industry’s adoption of proprietary, anti-competitive
business practices that do not respect individuals’
choices over how their data is used exacerbate these
concerns. While the world will muddle along in this
scenario, a great deal will be lost and many will be

unjustly left behind.

Broad, Unprecedented Progress

In the third scenario, the Internet is energetic,
vigorous and healthy. A healthy Internet produces
unprecedented opportunities for social justice, human
rights, access to information and knowledge, growth,
development and innovation. The Internet revolution

of the past two decades has already changed the nature

of communication and commerce for more than three
billion global users, and its economic impacts and
productivity benefits continue to spread far beyond the
estimated $6.3 trillion — or eight percent of global
GDP — that the Internet contributed in 2014. The
expansion of both fixed and mobile broadband
penetration brings billions of new users online,
narrowing digital, physical, economic and educational
divides. The Iol, now pervasive, leads to the secure
interconnection of devices, plausibly resulting in GDP

growth of up to $11.1 trillion by 2025.

'The creation of interconnected smart cities improves
the quality of life for much of the world’s population,
while helping to reduce carbon emissions. Global
societies and economies begin to realize the
opportunities for transformation made possible by
the adoption of new Internet-enabled technologies
such as driverless cars, distributed digital ledgers and
three-dimensional (3D) printing. Internet-supported
distributed energy production and consumption
networks deliver greater energy efficiency and support
widespread conversion to renewable energy. The use
of distributed ledger and blockchain technologies
provides globally circulated, trusted records and
transfers of value to deliver a wide range of services.
Economies with aging populations find new sources
of productivity, as the elderly live better lives and
enjoy greater health. Government and industry act
collaboratively across borders to manage the risks of
online activity. This is the scenario to which most
of the world aspires, but technology alone will not
be able to achieve it. Realizing this future requires
concrete actions to ensure that the Internet will be

open, secure, trustworthy and inclusive of everyone.

The Future of the Internet
Depends upon a New
Social Compact

The Commission envisions a world in which the
Internet reaches its full economic and social potential,
where fundamental human rights such as privacy
and freedom of expression are protected online.

'This optimistic future can only be achieved if there



CORE ELEMENTS OF A SOCIAL COMPACT FOR THE DIGITAL
SOCIETY

There must be a mutual understanding between citizens and their state that the state takes responsibility to keep

its citizens safe and secure under the law while, in turn, citizens agree to empower the authorities to carry out

that mission, under a clear, accessible legal framework that includes sufficient safeguards and checks and balances

against abuses. Business must be assured that the state respects the confidentiality of its data and they must, in turn,

provide their customers the assurance that their data is not misused. There is an urgent need to achieve consensus

on a social compact for the digital age in all countries. Just how urgent is shown by current levels of concern over

allegations of intrusive state-sponsored activities ranging from weakening of encryption to large-scale criminal

activity to digital surveillance to misuse of personal data, and even to damaging cyber attacks and disruption.’

is universal agreement to collectively develop a new
social compact ensuring that the Internet continues
on track to become more accessible, inclusive, secure

and trustworthy.

An Open Internet

The network needs to remain open, allowing data
to flow freely based upon the architectural principle
of efficiency and non-discrimination, as well as the
normative principle of freedom of expression. Protocols
and platforms should be open to all, allowing for
spontaneous innovation based on the infrastructure of
the network. These vital components of the Internet
should be protected, and not manipulated to achieve

some local or short-term regulatory purpose.

Free expression is a fundamental human right and
the foundation for innovation (both economic and
political) to take place. Governments must resist
initiatives that are harmful to the basic rights of
people and detract from the innovative potential of
the Internet.

For unhindered innovation to take place, it is vital that
the Internet’s logical layer remains interoperable based

on standards that are openly developed and available.

An open Internet is increasingly central to the global
economy and the unrestricted flow of goods, services,

capital, data and skills. Government or commercial

efforts to take advantage of the Internet for short-
term political or economic gains must be recognized
as counterproductive over the long term, and therefore

avoided.

The only certainty in a digital world is constant
change. Adaptability and resilience are key. Civil
society, the technical community, the private sector
and governments have shown themselves to be
adaptable and capable of dealing with unanticipated
opportunities and challenges. When the voices of all
stakeholders are heard in the policy process, more
sustainable outcomes are achieved. All stakeholders
need to respect and participate in this system of
governance in support of the open, universal and

resilient Internet.

A Secure Internet

Security cannot be treated as an afterthought,
trailing technological innovation, nor is it an issue
for governments alone. Personal freedom, economic
growth and innovation, particularly in the IoT, will be
degraded if the digital space is not sufficiently secure
and all actors do not practise better digital “hygiene.”
The world could be left with an “Internet of Threats”
rather than an “Internet of Trust” if systems are not
designed and deployed with security and resilience at

their core.
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Vii

Governments should not create or require third
parties to build back doors or compromise encryption
standards, as these efforts would weaken the Internet
and fundamentally undermine trust. Efforts by the
technical community to incorporate privacy-and-
security-enhancing solutions into all standards and

protocols of the Internet should be encouraged.

The Commission urges member states of the United
Nations to agree not to use cyber technology to attack
the core infrastructure of the Internet. Governments
seeking a peaceful and sustainable Internet should
adopt and respect norms that help to reduce the
incentive for states to use cyber weapons. Governments
should agree on infrastructure assets and services that

must not be targeted by cyber attacks.

Businesses or other organizations that transmit and
store personal data using the Internet must assume
greater responsibility to safeguard that data from illegal
intrusion, damage or destruction. Institutions should
demonstrate accountability and provide compensation

in the case of a security breach.

Manufacturers and vendors of information and
communication technologies (ICT) should follow
the principle of privacy and security by design, when
developing new products, paying particular attention
to embedding security in the burgeoning IoI. They
must be prepared to accept legal liability for the
quality of the technology they produce. Buyers of
ICT products should also collectively demand that
manufacturers respond eftectively to concerns about
privacy and security. Governments can play a positive
role by incorporating minimum security standards in

their procurement processes.

Businesses should purchase cyber insurance to
cover the liability costs of breaches of their systems.
Cyber liability insurance vendors can be persuasive
in promoting best practices in the corporate sector.
Cyber premiums should be higher if best practices
are not followed. Insurers need to have better data
to appropriately identify and price cyber risk and to
develop appropriate products. Government regulations
should require routine, transparent reporting of
technological problems to provide the data required for

a transparent market-based cyber-insurance industry.

A Trustworthy Internet

For the Internet to reach its full potential,
governments, companies and other users need to
act in ways that preserve the trustworthiness of the
network. In the absence of trust, users will modify
their behaviour by curtailing their online activities
or by turning to closed proprietary solutions that, in
turn, alter the fundamental end-to-end principle of
online engagement that has made the Internet a robust
platform for growth, development and innovation.
These challenges, already large, will be exacerbated
by the growth of the IoT.

There is a need to reverse the erosion of trust in the
Internet brought about by indiscriminate and non-
transparent private practices such as the collection,
integration and analysis of vast amounts of private
information about individuals, companies and
organizations. Private surveillance based on “big data”
is often conducted under the guise of a free service.
Individual users of paid or so-called free services
provided on the Internet should understand, and have
some choice over, the full extent of the ways in which
their data will be used and exploited for commercial
purposes. Users should not be excluded from the use
of software or services that allow them to participate
in the information age, and they should be offered
the option of purchasing a service without having
to agree to give the provider access to their personal
information. International rules are also required to
ensure that the holders of large repositories of data
are transparent about how they collect, use and share

user-generated data.

Interception of communications, collection, analysis
and use of data over the Internet by law enforcement
and government intelligence agencies should be
for purposes that are openly specified in advance,
authorized by law (including international human
rights law) and consistent with the principles of
necessity and proportionality. Purposes such as
gaining political advantage or exercising repression

are not legitimate.

The emergence of technologies such as distributed
ledger technologies enable people who have no direct

knowledge or assurance in each other to collaborate
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without having to go through a traditional central
authority. 'This technology enables established
businesses and entrepreneurs to devise new platforms
for the secure and transparent exchange of value —
indeed, anything that can be reflected in an agreement.
But the introduction of such technologies will have
profound impacts on traditional governmental and
private institutions that supply dispute and arbitration
services to communities. Understanding and
preparing for these impacts is essential, especially in
those developing economies where such institutions

are already weak.

An Inclusive Internet

The Internet has connected more than three billion
people in just a few decades, however, over half of
the world’s population remains off-line. If the rest of
humanity is not given the opportunity to come online,
digital and physical divides both within and between
societies will widen, locking some into a permanent
cycle of exclusion from an increasingly digital global

economy.

Countries cannot hope to compete in the global
marketplace of ideas if their business communities
and broader populations are not online. To guarantee
access, governments need to encourage the continuing
improvement of Internet infrastructure, ranging from
Internet exchange points (IXPs) to terrestrial and
space-based systems, undersea cables and emerging
access technologies. Most importantly, governments
should use competition as a tool to expand Internet
access facilities to the maximum extent possible, while
investing to ensure availability when market forces
prove insufficient. In addition, public investment at
locations such as schools and libraries can also be
leveraged to provide wider access to communities that
would otherwise have limited opportunities due to
factors such as income or geography. In many places,
skills and education are critical barriers preventing
people from using the Internet to its full potential.
Governments have an opportunity to incorporate
digital literacy into schools so that everyone can learn
to fully engage in the digital world. Additionally,
actions can be taken to increase demand through

The expanded use of
the Internet is having a

significant effect on the

nature of work and the
structure of industries.

encouraging the development of locally relevant
content and services, as well as the necessary skills to
use ICTs and the Internet.

The expanded use of the Internet is having a significant
effect on the nature of work and the structure of
industries. The disruption to traditional jobs and skill
requirements can create economic hardship and civil
discontent. Rather than attempting to preserve old
jobs by stifling innovation, governments should help
workers adapt to the new economic reality via skills

training and educational programs.

For people with disabilities, accessing the benefits
of the Internet often requires more than simply
an interconnected device. Governments have an
obligation to create incentives for the development
and adoption of Web standards that ensure that
everyone, regardless of their physical capacities, can
use the Internet.

What Happens Next?

The Internet has indeed reached a crossroads. Choices
need to be made — and making no choice is itself a
choice. It is all about who should have what power
to control the future of the Internet. The Internet
has fundamentally altered the world, and as the
next billion and the next after that join the global
conversation the Internet has enabled, it will continue
to transform the world. The changes we will see can
be fundamentally beneficial, or destructive, perhaps
even rolling back the gains that have been made. It is
up to us as individuals, as members of civil societies,

in our roles in business, in governments and in our
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communities, to determine which direction the
transformation will take. In writing this report, the
GCIG is, we believe, providing practical advice on
the steps everyone needs to take to achieve a positive,

creative outcome.

Our advice is based on the belief that only a normative
approach can address the myriad challenges facing
Internet governance. We call on governments, private
corporations, civil society, the technical community
and individuals together to create a new social
compact for the digital age. This social compact
will require a very high level of agreement among
governments, private corporations, civil society, the
technical community and individuals. Governments
can provide leadership, but cannot alone define the
content of the social compact. Achieving agreement
and acceptance will require the engagement of all

stakeholders in the Internet ecosystem.

Success in this endeavour requires collaboration to
refresh and extend the model of a multi-stakeholder
process that has thus far empowered the growth of
the Internet, and to conceive of a new model that
embraces greater involvement of those whose lives are
affected by decisions that govern their ability to use
the network and to exercise their fundamental rights
online. This new vision of “multi-stakeholderism”
requires a more collaborative, global and decentralized
model of decision making; enhanced coordination and

cooperation across institutions and actors; increased

interoperability in terms of identifying and describing
issues and approaches for resolution throughout the
ecosystem; open information sharing and evidence-
based decision making; and expertise- or issue-based
organization to allow for both localization and scale
in problem solving.

Internet innovation will bring billions of new users
online, creating new opportunities, and benefits as
well as new threats. The present understanding of
who needs to be involved in Internet governance must
expand and evolve to accommodate new interests and
newly concerned parties. To continue to be effective,
Internet governance will need to be more inclusive

and more distributed.

We believe it is possible to achieve all of this before
the many worst-case scenarios posited for the future of
the Internet occur. But we also believe that achieving
this vision is only possible if all stakeholders commit
to making this new model a reality, through an
iterative consensus-building approach to creating a
new Social Compact for the Digital Society. From
our diverse geographic and stakeholder backgrounds,
we are committed to achieving success, and invite you

to join in the process.







Introduction

The Commission presents this report with the
aim of providing high-level strategic advice and
recommendations to policy makers, private industry,
the technical community and other stakeholders
interested in maintaining a healthy Internet. Just as
every stakeholder has a legitimate role to play in Internet
governance, so too do they have a responsibility to act in
away that promotes the freedom, openness and security
of the Internet. Failure to maintain a healthy Internet
will undermine opportunities for economic growth,

free expression, political equality and social justice.

The Commission framed its work with reference to the
working definition of Internet governance, developed by
the United Nations World Summit on the Information
Society (WSIS) in the Tunis Agenda: “A working
definition of Internet governance is the development
and application by governments, the private sector

and civil society, in their respective roles, of shared

principles, norms, rules, decision-making procedures,
and programmes that shape the evolution and use of the

Internet.™

'This definition highlights several important concepts —
first, that all segments of society play a role in Internet
governance in their areas of expertise or authority.
Second, it emphasizes that principles, norms, rules and
decision-making procedures must be shared. And third,
that Internet governance is concerned not only with the
Internet’s design and administration, but also with its
evolution and use, so Internet governance is inherently

oriented toward the future and the impact on society.

Implicit in the definition is the recognition that a large
number of diverse tasks are undertaken by various
stakeholders. These include developing public policies
on issues such as privacy, intellectual property rights
enforcement, access and interconnection, as well as

technical governance functions such as protocol design



and the administration of Internet names and numbers.
Actors across the Internet governance ecosystem have
reached a number of high-profile influential agreements.
Positive developments have followed the NETmundial
meeting in Brazil, and the decision to transition the
oversight of the Internet Assigned Numbers Authority
(IANA) functions from the US government to a multi-
stakeholder body, to name a few.

Despite these and other advances, global Internet
governance is at a critical juncture. The Commission
was formed in response to a number of tensions, both
between states and among all combinations of states,
private corporations, the technical community and civil

society.

A partial list of the trigger points for these tensions

includes the following:

*  Terrorist attacks around the globe in recent years
have prompted many governments to extend
access to digital communications by police and
intelligence services. As well as alarming citizens,
this has led to contention between governments
and private companies that want to provide
encryption by default on their devices and services,
while other companies are resisting domestic law
enforcement efforts to gain access to data held in

company servers abroad.

* In 2012, the World Conference on International
Telecommunications (WCIT) meeting led to
significant  disagreement among states about
governance matters, including how carriers are
compensated for the exchange of data between
networks. Some countries wanted (and still want) a
larger role for governments in Internet governance
(particularly with respect to the exchange of traffic
between networks), while many others endeavoured
to maintain the current multi-stakeholder model of
Internet governance, where governments, private
sector actors, the technical community and civil

society all have a legitimate role to play.

*  While a positive development, the 2014
announcement by the US government of a
transition of the oversight of IANA functions
from the Department of Commerce to a multi-

stakeholder body created some stress in the

Internet governance arena due to uncertainty over
both timing and the ultimate implementation of
the community’s final proposal for a new model.

*  'There is a growing concern about the market power
and data collection capabilities and practices of the
large Internet platform companies as well as other
private data intermediaries. The announcement of
investigations into some companies is a regulatory

response significantly driven by consumer concerns.

*  'The emergence of distributed ledger technologies
has the potential to disrupt the business models of
banks and the governance mechanisms of other

institutions.

*  'The failure to incorporate security as an essential
design feature by vendors and larger customers of
the IoT raises concerns that its explosive growth
could result in the “weaponization of everything.”
'The drive to reap the private economic benefits of
the IoT, serving a very diverse range of industries
and capabilities, runs in tension to the public good
of ensuring security and the certainty of data

ownership.

Responding to these and other increasing strains in
this report, the GCIG speaks to the ways Internet
governance can evolve to better secure the current and
future potential of the Internet. The report intentionally
provides concrete recommendations and points to
actions that should be undertaken by various actors to
help secure our collective digital future. As you would
expect from such a diverse group of Commissioners,
not everyone agrees completely with every detail of
these recommendations; however, every Commissioner

supports the report as a whole.

The sections each address a specific topic, but the
Commission recognizes that some themes are so
foundational to Internet governance that they need
to be highlighted throughout the entire report. For
example, governance questions regarding human rights,
development, fragmentation of the Internet and trust
all cross-cut specific issues such as trade, accessibility,
security and privacy. These themes thus permeate the

entire report.



What Do We
Mean When
We Say

“The Internet”?

The Internet is not one homogeneous system, but
an ecosystem of technologies, protocols, hardware,
software and content. Because of this complexity, it can
be helpful to think about the Internet in layers. There
are many possible taxonomies for these layers, but one
simple framework that makes sense in the context of this

report disaggregates components of the Internet into

four layers: infrastructure; logical; application; and
content. It is the assumption of the Commission
that there is no separate policy layer because policy
questions permeate all of the various layers. Governance
and coordination across layers are carried out by a
combination of private sector policies, new global

institutions, national laws and international cooperation.

Figure 1: The Different Layers of Internet’s Structure
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The infrastructure layer includes routers, switches,
IXPs, transmission facilities such as fibre optic cable,
cellular systems, IoT structures and systems, and
various types of other hardware. The majority of this
infrastructure is owned and operated by the private
sector and, especially, telecommunications systems.
Among the many policy issues at this layer are the
questions of how to secure infrastructure, provide
interconnection among telecommunication providers,
enable interoperability among Iol infrastructure and

bring affordable broadband access to communities.

The logical layer of the Internet includes Internet-
unique virtual resources and technical standards.
Examples of software-defined critical Internet
resources include Internet Protocol (IP) addresses and
domain names, as well as the domain name system
(DNS), the distributed system that translates between
the domain names that people use and the binary IP
addresses that computers use to route information. A
complex system of institutions allocates and assigns
these resources and operates the underlying system,
and questions about the oversight of this area has been
a long-standing policy issue in Internet governance.
‘The logical layer also includes Internet standards, the
Internet’s common language establishing protocols for
how information can be interoperable and exchanged
among devices, regardless of the manufacturer. Prior
to the development of the Internet’s core protocols,
such as TCP/IP (which stands for Transmission
Control Protocol/Internet Protocol), devices made by
one company could not exchange information with
another company’s equipment. The development of
the World Wide Web core protocols and standards,
such as Hypertext Transfer Protocol and Hypertext
Markup Language, enabled information exchange
across different software and hardware platforms.
The open and interoperable protocols underlying
Internet technologies and applications are established
by institutions such as the Internet Engineering Task
Force (IETF), which sets most of the core Internet
protocols, and the World Wide Web Consortium
(W3C), which sets standards for the Web. The
openly available standards established by these

institutions were the revolutionary building blocks

that enabled not only the possibility of worldwide
Internet connectivity, but also the rapid innovation
environment in which anyone could develop new

products based on these standards.

The application layer of the Internet includes the
software with which end users and IoT devices
directly interact. The most prominent application on
the Internet is the World Wide Web. Although the
Internet predated the World Wide Web by decades,
it was the Web that enabled the easy usability,
commercialization and globalization of the Internet.
Among the many other applications that use the
Internet are mobile apps, voice over IP applications,
search engines, social media platforms and platforms
for sharing user-generated content. The range of
possibilities afforded by Internet technologies,
design choices and policy environments within
these applications have significant public interest
implications in areas as diverse as individual privacy,
free speech, intellectual property rights enforcement

and protection of the vulnerable.

The content layer of the Internet is the one most
visible to end users. Internet content obviously
includes alphanumeric text (messaging, Iol' data,
email, web content and books), audio (music and
voice calls), pictures (photographs, diagrams,
digitized art and illustrations), video (user-generated
video, video conferencing and streaming movies) and
multimedia of all kinds (video games, virtual reality,
IoT environments). Policy issues around content are
numerous, including censorship, intellectual property

rights and access to knowledge.

Throughout this report, when we refer to the Internet
we include the Web and applications that provide
access to content. When a distinction needs to be

drawn among these, that will be indicated.



A Fine Balance:
Promoting A
Safe, Open and

Secure Internet

The Internet Has
Generated Tremendous
Wealth, Innovation and
Opportunity

'The Internet is revolutionizing how humans work,
play and live. From its early beginnings in research
laboratories, the Internet has expanded into a system
with a global reach and global ramifications. Five
years ago, the McKinsey Global Institute (IMGI)
found that Internet-related consumption and
expenditure had already surpassed the size of the
global agriculture and energy sectors. More recently,
MGI has estimated that the Internet contributed

some $6.3 trillion, or eight percent of global GDP,
in both direct value and productivity gains as of
2014. The impact is continuing to grow rapidly, albeit

unevenly across sectors and countries.

A number of disruptive Internet-enabled technologies
currently on the horizon or in the early stages of
adoption — including autonomous vehicles, 3D
printing and next-generation genomics — are
likely to accelerate this momentum in the very near
future. In particular, the IoT alone could create some
$11 trillion in economic value by 2025, as the physical
world becomes more networked! One study has
estimated that the IoT" could yield some $4.6 trillion

dollars solely in public-sector efficiency gains.’

f Projections based on technology studies from the MG, including “Internet Matters: The Net's Sweeping Impact on Growth, Jobs and Prosperity”
(2011); “Disruptive Technologies: Advances That Will Transform Life, Business, and the Global Economy: (2013); and “The Internet of Things: Mapping
the Value Beyond the Hype” (2015). Note that the estimate of the Internet’s 2014 economic impact was derived by combining measurement of digital
capital and econometric frontier analysis; it encompasses both direct impact and productivity effects.



Figure 2: The Far-reaching Potential of the loT
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Furthermore, estimates suggest that cross-border data
traffic has increased by a factor of 45 times in the past
decade and is projected to increase by an additional
nine times over the next five years. Companies
increasingly rely on the Internet to interact with their
foreign operations, suppliers and customers — and to
access the best talent, inputs and ideas from around
the globe. Cross-border data flows contributed some
$2.8 trillion to global GDP in 2014, surpassing the
value of global trade in goods and changing the way

business is conducted across borders.”

'The benefits of the Internet are not strictly economic.
As indicated by the 2014 CIGI-Ipsos Global Survey
on Internet Security and Trust, the Internet has also

given billions of users around the world a tool for

free expression, social and political engagement, and

access to knowledge, as shown in Figure 4.

The Internet has given us the greatest access to
information the world has ever seen. Free expression,
innovation and access to new ideas have flourished.
Societies have been changed by the Internet’s
capacities: lower costs of communication have enabled
the creation of new types of virtual, interest-based
communities across the breadth of human activities;
individuals have been empowered by a previously
unthinkable access to information and knowledge;
support networks have grown to span the globe,
including those providing support for migrants and
refugees; new patterns of work, collaboration and
leisure-time activities have increasingly become the

norm; and national and global political environments
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Figure 3: The New Era of Digital Globalization
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have been very much altered, whether in terms of
engagement in conventional party politics or the
development of strong lobbying and issue-based
movements, such as the world-wide campaign against

global warming.

In the world of commerce, the Internet has also

brought opportunities for economic growth.
International trade has been facilitated not just for
existing businesses, but also for new enterprises small

and large, as they connect remotely with suppliers and

Figure 4: The Benefits of the Internet
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innovative ideas, and firms can design, develop
and deliver their products and services worldwide
thanks to Internet-based crowd financing, digital
utilities, professional services, micro-manufacturing,
innovation marketplaces and e-commerce platforms.
In the next few years, the Internet will become zhe
infrastructure underlying all other infrastructures. All
of this has been achieved with an underlying political,
technological and economic governance model that
has developed in an organic manner, without the
benefit of a global “master plan.” That model had its
beginnings among the scientists and engineers who
pioneered multi-stakeholder policy making in the
technical design of the Internet.

Internet Governance: A
Complex and Distributed
Landscape

The Internet originated in the search for a set of
engineering rules that would allow different kinds of
computers to communicate with one another, even
though they used incompatible network operating
systems. To be fair, those who developed the Internet
did not think of their work as governance at all. Steven
Crocker, who developed the Request for Comments
(RFC) series, which codifies the IETF’s engineering
rules and standards, described their situation this way:
“Most of us were graduate students and we expected
that a professional crew would show up eventually to
take over the problems we were dealing with...”® That
has yet to happen, but the benefits of having a simple
way to communicate among different computers was
soon recognized widely, leading to a rapid expansion of

the Internet well beyond the world of research.

The success and rapid spread of the Internet arose
from the fact it is simply a network of interoperating
networks. Most of those are privately owned, yet the
Internet is not controlled by any one of those networks
in a way that promotes its own exclusive self-interest.
As Andrew Sullivan, chair of the Internet Architecture
Board, recently wrote: “The Internet is a radically
distributed system: almost all of the technical operation

is undertaken without any direct co-ordination

with anyone, performed by an enormous number of
independent operators. This means that interoperation
is fundamentally a voluntary thing (aside from a
minimal amount of central coordination; for example,
of addressing systems and common protocols). In your
network, you make your rules, and there is no stick
(outside of national law) to make you interoperate
with others. Instead, there is only the carrot: if you
interoperate, you get the benefits of that interoperation.”

‘While this is true at the level of basic interconnection,
as increasingly sophisticated and built-for-purpose
applications are deployed on the Internet, it becomes
obvious that rules made locally can have global effects.
Rules made to increase the efficiency or convenience
of one network or application now can have wide and
unforeseen impacts on others, and this has made the
engagement of all affected stakeholders a matter of
increasing importance. Nonetheless, the coordination
is still voluntary in nature, and a complicated mix of
open and closed (proprietary or commercial) protocols
maintains the balance in the system. It was the openness
of the standards and protocols bequeathed to us by the
Internet pioneers that enabled the amazing innovation
we saw in the Internet’s early years. As applications
became more widely used, commercial interests
flourished and unforeseen issues arose that affect
everyone, such as security, privacy and trust, and an
increasing drive toward developing closed, proprietary
solutions. 'Thus, maintaining a balance to enable
innovation and universal accessibility while increasing
the confidence and trust of end users in a secure and
resilient Internet remains a challenge today, especially

as we look toward a future that includes the IoT.

As a result, today’s Internet governance landscape
is complex and challenging to those who wish to
participate. It encompasses debates in the technical,
economic, political, social, military, law enforcement
and intelligence spheres, and those debates take place
in forums that are by turns national, regional and
international. If that was not complex enough, there is
broad recognition that if it is to be effective and accepted
as legitimate, Internet governance should be multi-
stakeholder, involving and taking into account the views
and needs of governments, the private sector, civil society

and technical actors.’® The term “multi-stakeholder” is
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overused in the realm of Internet governance, but if used
accurately, it can tell us a great deal. The term is used
here to mean a model in which affected stakeholders
who want to participate in decision making can, yet

where no single interest can unilaterally capture control.

covering

related

issue  areas

Internet governance should be understood as being
embedded in a broader set of rules, institutions and

processes that govern the management of cyberspace,

including  trade,

development, security, law enforcement and intellectual

Figure 5: The Regime Complex for Managing Global Cyber Activities
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property, among others, in what is known as a regime
complex.”" This regime complex is not an integrated
institution with the authority to impose regulation
through hierarchical rules; however, neither is it merely
an collection of highly fragmented practices and
institutions with no identifiable core and non-existent

linkages.

'The oval map of cyber governance activities shown in
Figure 5 attempts to help visualize this situation. The
map mixes norms, institutions and procedures, some of
which are large in scale, while others are relatively small;
some are quite formal and some very informal. The labels
are often arbitrary, and it is deliberately incomplete.
Yet, it is a useful corrective to the usual United Nations
versus multi-stakeholder dichotomy as an approach to
cyber governance, and it locates Internet governance
within the larger context of cyber governance. This
map indicates the extent and wide range of actors and
activities related to governance that exist in the space.
Second, it separates issues related to the technical
function of connectivity, such as the DNS and technical
standards where a relatively coherent and hierarchical
regime exists, from the much broader range of issues
that constitute the larger regime complex. Third, it
encourages us to think of layers and domains of cyber
governance that deal with large, crosscutting issues such
as security, human rights or development. And finally,
it suggests that Internet governance now often includes
actors whose primary responsibilities only tangentially
include Internet issues. As noted earlier, these actors are
often tempted to try to accomplish objectives relating
to patterns of Internet use by attempting to modify the

technical Internet architecture.

Viewed from this perspective, one can also see that
the Internet governance landscape has become an
area where there is contention about the role of the
different stakeholders, including the appropriate role of
governments. Nevertheless, in exploring the evolution
and future of Internet governance, the Commission has

come to a core conclusion.

Just as the technology radically reduces the barriers
that limit people’s ability to communicate, to access
information, to express their views and to raise
concerns, the policy-making process has also, in many

jurisdictions and arenas, required greater engagement

and become more time-sensitive, and thus more
complex and nuanced. We have concluded that in
a world of Internet-empowered citizens, effective
and long-term stable policy making results when all
affected have a voice and method for influencing the
process and providing input. We have also witnessed,
in the broad range of international regimes influenced
by the Internet, that this approach works well while
recognizing that in differing policy areas different
stakeholders will take natural leadership. But in all
areas of concern, ensuring that the positions of all
affected stakeholders are engaged and listened to
is imperative to ensure stable policy outcomes in a
swiftly changing Internet environment. It is this
mechanism to which we broadly refer to as multi-
stakeholderism, and see as necessary to guide Internet

governance going forward.

The Internet We Rely on Is
under Pressure

The openness and global connectivity that drives
digital innovation and the free flow of information
is threatened by the growing interest in exerting
control over the use of the Internet or securing a
greater market share in the digital economy."® At the
same time, just as in the off-line world, criminals and
terrorists exploit the Internet as an environment that

can be used for unlawful ends.

Individual privacy and security increasingly can be
threatened by the actions of malicious individuals and
also by unthinking, opportunistic or unprincipled
corporate and government activities. Public safety is
challenged by criminal and terrorist exploitation of
the Internet. Financial losses from cybercrime are
mounting. Terrorists use social media to recruit youth
and propagate their messages. Across every measure,
as shown in the polling data in Figure 6, people are
very concerned about online privacy and security.”
As more personal information is uploaded and
shared online, people’s digital security is becoming
an increasingly important concern. Companies,
which rely increasingly on I'T infrastructure, are also
increasingly affected by cyber attacks, which often

result in class-action lawsuits, loss of business, and
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other material and reputational costs. Just a few recent
examples illustrate this point. In 2013, companies
such as Target, Home Depot and Adobe were hacked.
In 2014, all 145 million eBay account holders’ emails
and encrypted passwords were compromised. And in
2015, the US Office of Personnel Management was
hacked and the records of over 21 million people were

compromised.

Because of the increased use of digital technologies,
the critical infrastructure on which everyday life
depends (such as water, electricity and gas) is not
just more efficient, but also potentially vulnerable to
malicious activities that target both the technology
and the services delivered through the Internet. The
growing lol, with billions of connected devices,
increases the potential exposure of the public to
cyber attacks. The publicity and media exposure of
the ways in which the Internet can be used to steal
personal data, identities and intellectual property,
to launch destructive attacks and to enable excessive

surveillance have eroded the trust of users.

We may now have reached a tipping point. Public
confidence in the Internet as a trustworthy medium

for social and business life is being shaken. From
here, we might enter a world where the benefits of
the Internet continue to mount. But, it is just as likely
that, absent concrete actions from actors across the
ecosystem, we could end up in a world where states
assert their sovereign control over the network,
where private platforms control who benefits from
the Internet, or where online criminals dominate the
scene. The future depends on the choices we make
today. Should these trends continue unabated over
the next five years, we could find ourselves entering a
period of digital stagnation or decline.

We do not want to throw away the vast opportunities
for economic and social advancement that have been
gained due to the Internet. To the extent trust in the
Internet erodes, global prospects will be damaged,
with significant social and economic consequences.
Communities will not achieve their potential for
educational, social and economic progress. The
value creation promised by new and exciting digital
innovation will not be realized, including for the
next billion citizens of the world who will soon come
online. For those in the developed world, increasing

inconvenience and financial losses will follow criminal

Figure 6: People Care about Privacy Online
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Figure 7: Media Coverage of Information Security
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exploitation of people’s dependency on information
and services carried over the Internet. Unrestrained
Internet surveillance, repression and censorship will
undermine respect for human rights. The potential
for new forms of global conflict facilitated through
attacks in cyberspace will add tension and instability

to international relations.

We Cannot Avoid Risk

Nothing in life is truly risk-free. Every day we make
choices in our personal and working lives that have
the potential to impact our safety and security.
Despite our best efforts, and those of governments,
private sector actors and civil society, we constantly
face hazards — in everyday life and in the online
environment. To date, the benefits brought by the
Internet have been underpinned by its open nature
(at the technical level) and also thanks to the ease
withwhich users can leverage it for economic and

social opportunities.

The challenge is to maintain the openness of the
Internet while enabling people to manage security
risks. The Internet, like any other part of our lives,
will never be completely safe, completely secure or
completely open. Trade-offs exist, and trying to

maximize any of these values will ultimately cause
more harm than good. Sometimes the balance
between openness, security and safety can become
skewed toward one component, causing a reduction
in the other two. For example, for much of its early
history, the Internet has been heavily weighted toward
openness, but this has been accompanied by a lower
level of built-in security on the network than might
have been specified in its design. The balance is a
living one and is always subject to change based upon
evolving user behaviour and technological change.
This is acutely demonstrated in the challenges we now

face as we seek to embrace the enormous potential of

the IoT.

We Need to Ensure the
Benefits Continue

To move forward, we must appreciate our
interdependence and the need for collaborative
measures. The risks to our shared digital future can
be managed, if everyone plays their part, acting
in concert: governments, private companies, the

technical community, civil society and individuals.
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Our Agenda

The GCIG is convinced it is essential to address the
most pressing Internet governance priorities for the
next five years. In this report, we begin by recognizing
the problems to be overcome. Our agenda builds on
existing multi-stakeholder and multilateral initiatives
developed to improve aspects of the governance of
the Internet, such as the work of the OECD, the
UN Governmental Group of Experts, the Internet
Governance Forum, NETmundial, the Group
of Twenty (G20) and the WSIS, all of which the
Commission supports. Yet, it would be a mistake
to limit the scope of action to the existing Internet
governance forums. The complex of institutions and
individuals that have created the modern Internet,
and sought to find workable solutions to problems
as they arose, have been, and largely continue to be,
remarkably successful. However, the Commission
is now convinced that the threats to the universally
available, open and secure Internet continue to mount.
There is a pressing need to deal with the challenges
we all face if we want the Internet to continue serving
us as the common global resource we have come to
know — open, affordable, unfettered and available to

all as a safe medium for further innovation.

The Commission has concluded that a normative
rather than a prescriptive approach is required to
address the kinds of challenges faced by Internet
governance. We call on governments, private
corporations, civil society, the technical community
and individuals together to create a new social
compact for the digital age. The Social Compact for
the Digital Society will require a very high level of
agreement among governments, private corporations,
civil society, the technical community and
individuals. Governments can provide leadership, but
cannot alone define the content of the social compact.
Achieving agreement and acceptance will require
the engagement of all stakeholders in the Internet

ecosystem.

Success in this endeavour will require that we
collaborate to refresh and extend the model of multi-
stakeholder governance that has thus far empowered

the growth of the Internet: to conceive of a new

model that embraces greater involvement by those
whose lives are affected by governance decisions.
This new vision of multi-stakeholderism requires: a
more collaborative, global and decentralized model
of decision making; enhanced coordination and
cooperation across institutions and actors; increased
interoperability in terms of identifying and describing
issues and approaches for resolution throughout the
ecosystem; open information sharing and evidence-
based decision making; and expertise- or issue-based
organization to allow for both localization and scale
in problem solving.

We know that Internet innovation will bring billions
of new users online, creating new opportunities, new
benefits and new threats. This will certainly mean
that our present understanding of who needs to be
involved in Internet governance needs to expand
and change to accommodate these new interests and
new concerned parties. To continue to be effective,
Internet governance will need to be more inclusive

and more distributed.

We believe this is all possible to achieve in time to
avoid the many worst-case scenarios some have posited
for the future of the Internet. But we also believe that
achieving this vision is only possible if all stakeholders
commit to making this new model a reality, through
an iterative consensus-building approach to creating a
new Social Compact for the Digital Society. We are
committed to achieving success, and invite you to join
in the process.

To continue to be
effective, Internet

governance will need to

be more inclusive and
more distributed.
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Transforming
Societies and
Economies

through Access

There is no doubt that access to a secure, open,
trustworthy and inclusive Internet is fundamental for
transforming future societies and economies. But access
is the first fundamental step for realizing all the benefits
the Internet can bring to commerce and innovation,
creativity and expression, and communication. The
Commission believes that the Internet is for everyone.
Achieving a truly universal Internet is fundamentally
about equity, and success will depend on the
complementary efforts of governments, the private
sector, the technical community and civil society.
Success must not only be measured by the number of
people connected, but also by the quality of the Internet
to which they gain access. Commitment to expanding
access must be accompanied by a commitment to
maintaining an open network that equally provides all
users the ability to access, use and create knowledge
in a non-discriminatory environment, free of arbitrary

censorship or unjustified controls.

Internet access can be understood as the set of
devices, services, facilities and skills that allow people
to connect to and use Internet services, applications
and content. Achieving the widest practical access
has become a priority for policy makers and regulators
around the world, and is a core pillar of the United
Nations Sustainable Development Goals (SDGs),
which recognize the need to “[s]ignificantly increase
access to information and communications technology
and strive to provide universal and affordable access
to the Internet in least developed countries by 2020”
and to “enhance the use of enabling technologies...to

promote women’s empowerment.”’®

Historically, access to the Internet has been uneven,
although it continues to expand apace. One reason for
this accelerating rollout is the increasing awareness
of governments that competition and private capital

can be used to expand Internet access, augmented by
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applying regulation or public funds where there are
insufficient commercial incentives or competition.
Barriers to Internet access can exist for a number of
reasons, including a lack of Internet infrastructure,
a failure to implement technical standards that
promote access for the disabled, a lack of competition
and some rigid regulatory approaches leading to
unaffordable pricing schemes for some potential
users, or limited digital education and literacy. While
new technological capabilities continue to assist in
addressing the barriers by some, inequalities in access,
affordability and skills have excluded others from
reaping these benefits. Some groups of people face

more daunting barriers than others.

'The gap in Internet access — for technical, political,
economic or social reasons — has been described
as the digital divide. The divide exists within and

between countries, between the rich and the poor,
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between rural and urban populations, within families,
between the young and old, between men and women,
and between the abled and disabled. More than
60 percent of the world remains off-line and without
removing critical barriers to adoption, four billion
people could be excluded from the digital economy.
Roughly three-quarters of the off-line population
live in 20 countries. Those that are unconnected
disproportionately live in rural and remote areas, have
low incomes, and are illiterate and female."” Closing
these divides and ensuring that all people have the
necessary skills and tools to access and use the Internet
is necessary for promoting economic prosperity,
preserving cultural values and historical records,
empowering individuals and achieving development.
Research has shown that an increase in a country’s
Internet maturity is correlated with a sizable increase

in real per capita GDP."®
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An enormous amount of economic and social value is
realized when one has the ability to use the Internet.
Connecting the unconnected and promoting a
secure, inclusive, trustworthy and open Internet is
imperative to empowering individuals no matter
their age, gender, abilities, skills, income, location
or identity. All stakeholders have a responsibility to
do their part to ensure that “the Internet for all” is
more than an empty phrase. How can we bridge the
divides that exist within and between societies so that
the Internet can continue to be an open platform that
empowers individuals and promotes human rights,
cultural preservation and economic innovation for all

segments of society?

Current Challenges:
Achieving an Internet For
All

By the end of 2015, four billion people remained
off-line. This means only 43 percent of the world’s
population is online with some form of regular access
to the Internet. The gap is especially pronounced in
the transforming societies where upward of 65 percent
of the population is precluded from participating in
the digital society. And in some of the world’s poorest
countries, only one in 10 people is online.” That being
said, such divides once seemed at least as daunting
in terms of expanding connection to the telephone

network, yet those barriers were overcome by the

Figure 8: A World of Digital Divides
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adoption of policy and regulatory reform to harness
commercial and technological opportunities. The
Commission believes the same can be true for the

Internet.

The ways in which people access the Internet have
changed over time. Initially, Internet access was largely
facilitated by the use of personal desktop computers
and fixed-line Internet connections into universities,
homes, offices and public facilities. More recently,
Internet-capable mobile telephones (smartphones) have
begun to play a much larger role in facilitating Internet
access, especially in transforming societies. It is now
predicted that the next billion people to connect to the
Internet will gain access through mobile devices. With
its integration into mobile, the Internet is continuously
evolving, offering exponentially more tools and
applications to improve people’s livelihoods and overall
quality of life. In Africa, for instance, mobile networks
have provided the platform for bringing financial
services to millions who were previously excluded
from the formal banking system.?' There is now a large

body of research that demonstrates the importance of

affordable broadband connectivity for social inclusion,
civic participation and environmental protection. It is
also an enabler of economic growth. A recent study
documenting the rapid expansion of e-commerce in
China found that approximately 40 percent of online
sales did not merely replace off-line transactions, they

actually unlocked incremental consumption.?

Expanding Internet access, made possible by the
adoption of smartphones and wireless broadband,
will be the major means by which new users will
access the Internet and participate in the networked
society. However, the ability for any country to take
advantage of wireless capabilities relies on pervasive
fixed networks, which enable backhaul of traffic. In
developed countries, the bulk of smartphone traffic
uses Wi-Fi connected to fixed lines in homes and
offices. Thus, mobile access depends on the quality and
availability of fixed communication networks. To make
the most economical use of the scarce radio frequency
spectrum allocated to them, mobile operators try to
hand-off wireless data to the fixed networks as soon as

possible. Accordingly, the spread of the mobile Internet

Figure 9: The Internet’s Uneven Footprint
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ultimately remains dependent on the availability of
substantial investments to grow the fixed network. This
calls into question how far the unconnected will be able
to quickly “leapfrog” in their penetration rates.

Alarmingly, there are still some indications that the
rate of Internet expansion is stagnating in parts of
the world where growth is needed to bring new users
online. A number of different challenges stand out:
prices for mobile Internet access remain high in many
locations and  strategies to improve coverage and
connectivity in rural areas will frequently be different
than those needed in urban centres; culturally relevant
content and services are needed to demonstrate the
value of the Internet for potential users; and digital
literacy needs to be enshrined by governments to
educate policy makers and the wider public on the
value and potential of the technology.

The Internet continues to be a tool that enables
the transformation of societies and economies,
and has led to new innovations for governance and
development. Like the Internet itself, development
strategies for transforming societies are becoming
more distributed. While this poses opportunities
for expanding access through distributed local
infrastructure or peer-to-peer sharing, there is
also risk as decentralized agency and innovation
weaken traditional state institutions (some of which
are already weak). Legislators, regulators, private
companies, the technical community and civil society
can each play an important role to bridge current
gaps and prevent new ones from growing, so that the
four billion people who still remain off-line are given
both an opportunity and a choice to fully participate

in the networked society.

Infrastructure Capacity

The Internet requires different physical equipment to
operate: cables, routing equipment, servers, satellites
and their accompanying terrestrial infrastructure, fixed
and mobile access networks and exchange points are all
necessary in providing an Internet connection. In order
to gain access to the Internet, continental infrastructure

needs to be connected via submarine cables; landlocked

countries need terrestrial fibre and mobile towers; and
additional IXPs, which provide connection points for
Internet traffic to move between networks, need to be
built to exchange traffic more efficiently and affordably

domestically and internationally.

However, the construction and expansion of physical
Internet infrastructure has not occurred to the
extent necessary to bring all people online: many
small island states still lack submarine cables and
must rely upon generally more costly and inefficient
satellite connections; many landlocked countries do
not have enough fibre optic cables connecting them
to neighbouring countries and regional Internet hubs;
and many countries do not have traffic interconnection
facilities such as IXPs, increasing the cost and latency
for transmitting data across networks. As Pablo Bello
and Juan Jung note in their GCIG paper, there have
also been dramatic changes in consumer patterns that
are increasing the demand for data.?* These inequities
are especially pronounced in rural or remote areas,
where challenging geography and low population
density limit the potential for investment. Even where
some connectivity exists, users may face higher prices

reflecting higher costs or a lack of competition.

It can be expensive to build and operate some parts
of the Internet infrastructure due to the cost of
equipment; the growing difficulty to deploy networks
to reach those who are still not connected, often
located in rural or remote places; and the need to
upgrade networks to accommodate the growing pace of
technological change. Outmoded or poorly considered
legislative and regulatory instruments sometimes
exacerbate all of these factors. Unnecessarily high
costs are eventually passed on to the user, but service
provider charges may also be excessive if they are
not disciplined by competition. It is thus essential
for governments to create legislative and regulatory
frameworks that encourage the investment in physical
infrastructure necessary to improve and expand
Internet access, as well as to promote competition and

remove barriers to reduce costs.

A number of strategies are known to stimulate
infrastructure development: barriers to investment
can be reduced or removed by regulators; radio

frequency spectrum can be allocated under conditions
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Recommendation

Regulators should put in place measures to encourage competition and foster investment in networks as
fundamental requirements in any effort to enable access and promote development.

Recommendation

Efficient network interconnection and traffic exchange are essential to improve access and affordability of
broadband. For this purpose, IXPs should not be captured by any one interest, whether by governments or a
private company, to further their own benefit at the expense of others. They should be neutrally operated and

governed by shared agreements among the relevant stakeholders.

Recommendation

Government should invest in public access points, which can play a significant role by providing individuals
with an opportunity to connect to the Internet. The installation of public Internet access points should be
encouraged in schools, libraries and other social service venues to ensure that individuals are not prevented
from having access due to a lack of tools or available resources. In some instances, central, state and municipal
governments may consider investing in the build-out of access networks, again, for the most part, where

private sector investment is insufficient.

Recommendation

Governments should facilitate network sharing. Other cost-sharing initiatives can help to work toward
achieving universal access, for example, by encouraging firms to take advantage of infrastructure projects
such as building roads and power lines to reduce the cost of laying fibre optic cables as a way to connect

rural populations. However, network sharing should encourage competition and not serve as a disincentive

to investment or contribute to the creation of monopolies.

providing incentives to meet coverage objectives; and
universal service funds can be established to fund
public subsidies to complement private investment
in expanding access. Governments and private
companies can also work together to promote the
sharing of networks and laying fibre optic cables
in conjunction with other infrastructure-building
projects, such as roads and power lines. Research
has demonstrated that infrastructure sharing can
improve connectivity, reduce the cost of building out
the network infrastructure, generate more revenue,
improve retail competition among operators by
reducing the barrier to entry and, ultimately, reduce
access costs. However, regulators must be vigilant to
not discourage investment or contribute to the creation
of monopolies in promoting the sharing of networks.
Experience has proven that competition brings down
prices and encourages innovation, particularly in
mobile communication. The same is true for Internet

access. The more this is encouraged, the more access

will increase. At the same time, public policies must
foster network investments to close the coverage gap

and increase capacity.

Affordable Internet Access:
Pricing and Commercial
Flexibility

Beyond the high cost of infrastructure, there are a host
of other factors contributing to a lack of affordable
Internet access, which remains a major barrier to
bringing the next four billion people online. Many
people, especially the world’s poorest, are prevented
from accessing the Internet by a combination of high
costs or low incomes. Women, on average, have lower
incomes, and in some situations, have less control over
spending; therefore, they can be disproportionately
affected by affordability.®® A recent study found that
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the world’s women have only 84 percent of the access
to the Internet and mobile phones that is currently
enjoyed by men.?® Despite the downward trend in
prices,?” for many households in transforming societies
a fixed Internet connection remains unaffordable.
While innovation in the pricing of mobile broadband
services has allowed more people from lower income
groups to connect to the Internet, mobile connections
can still take up a large percentage of an individual’s
monthly income, ranging anywhere from 8.9 to
11.5 percent as a percentage of gross national income
(GNI) in transforming countries (see Figure 10).%

Reaching people with lower incomes or in more
remote areas will require competition to allow market
forces to drive Internet access in the same way it has
for mobile telephony. In the mobile telephony market,
competition has inspired innovative pricing plans
that enable users to afford and control expenditure
(for example, pre-paid services). The majority of
Internet access, particularly on fixed networks in
developed countries, is provided for a set monthly
price irrespective of the amount of data a user sends
and receives or is charged according to the speed
selected by a user (i.e., faster speeds are billed at

a higher price). Often, the traffic sent and received

over the Internet using mobile networks is metred or
provided to users with a cap on the amount of data
(bit cap) that is provided at a given price. However,
in some countries, businesses offer unmetred traffic
for specified sources of content. This is referred to
as “zero-rated content” and has been used for many
years in some countries, or “sponsored” content,
which has more recently been cited as a potential way
to expand Internet access. In the absence of sufficient
competition, however, these schemes raise a number of
concerns around the potentially negative effects they
may have on the future development of innovation in
the digital ecosystem. For example, if one source of
content is zero-rated and others are not (and therefore
are more expensive to access), competition could be
stifled. In particular, new firms could be prevented

from entering the marketplace.?’

In contrast, in some markets typified by low bit caps
there is a potential for zero-rating to increase
competition. This occurs where there is a dominant
player or a small number of players controlling the
backbone market. In these cases, other Internet service
providers (ISPs) and content providers can band together
to reduce their individual costs (called peering), thus

bypassing the less competitive part of the market. By

Figure 10: Mobile-broadband Prices
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reducing their transit costs they can pass these savings
on to their customers with unmetred access to specific
services (for example, an online radio station that peers
directly with an ISP).** Concerns about zero-rating
arise where there is either insufficient competition or
it is used in an anti-competitive manner.** Regulators

must be vigilant to prevent such negative effects.

Others debate the costs and benefits of zero-rating for
different reasons. The practice of zero-rating has been
increasing in the transforming societies, where popular
Internet services such as Facebook, Twitter, Wikipedia
and Google have partnered with some ISPs to offer
access to their content. It is important to note that these
services do not offer access to the full Internet, only to
a limited number of websites. On the one hand, such
practices may benefit some users who may otherwise
not be able to afford access, and thus potentially
generate broader economic and social externalities,
such as through offering access to websites that contain
information related to education, health and public
services. Proponents also say such access could stimulate
demand for further usage, including content not part
of such schemes, and thereby potentially expand the
purchase of paid Internet services. On the other hand,
any such arrangements advantage the use of some
consumption or creation over others, with those choices
not normally being made by users. Furthermore, zero-
rating also treats Internet users strictly as consumers of
content, and generally does not take into account that
the ability to create and distribute content, outside the
coverage of these schemes, is a fundamental part of the

use of the Internet.

Private sector content providers can play a large role
in helping bridge divides by developing alternative,
innovative pricing models that promote access to certain
content. While these models are in the early stages
of development in some countries, more innovative
policies are needed to give some of the world’s poorest an

opportunity to participate online. However, regulators

7= Recommendation
[ J

should ensure that zero-rated schemes do not distort
the competitiveness of the market, either by giving
preference to some content providers over others or by
distorting price mechanisms. Pricing models, including
mixed free and paid models, must adhere to principles
of openness, security, transparency and fair competition
to prevent any harm to competition and innovation

within the digital ecosystem.

Governments can also play a role in making access
more affordable by creating a regulatory environment
that opens up markets and encourages competition
in commercial pricing. Around the world, there is
already a large body of evidence that demonstrates
that competition helps decrease costs for the user. For
example, the I'TU found that “in developing countries,
fixed-broadband prices could be reduced by 10 percent
and mobile-cellular prices by 5 percent if competition
and/or the regulatory framework is improved.””® As
affordability is an issue that affects the world’s poorest,
governments can reduce or eliminate any industry-
specific taxes on services and equipment they may have
in place, and thus assist in reducing costs. This is not a
call to reduce or eliminate taxes applied across an entire
economy in a neutral manner, such as a value-added tax
(VAT) on Internet access. Rather, as competition and
the elimination of industry-specific taxes (for example,
SIM card registration) reduces prices, it will stimulate
demand and increase the returns to the public purse

through increased volumes.*

Foregoing taxes on the most inexpensive range of
access devices, such as smartphones or tablets, could
be considered as part of a program to boost Internet
take-up. It is critical that this take place only in a
competitive market; otherwise, players may raise prices
to the level prior to the reduction, thus defeating the
goal. Generally, however, taxes should be applied in
a neutral manner as any differences in rates, such as
between generations of mobile technologies (i.e., 2G

vs. 3G), may provide an incentive not to acquire a

Regulatory authorities should ensure that these services adhere to principles of openness and fair competition.

In the absence of sufficient competition to enable consumer choice, there should be no exclusive agreements

to provide zero-rated content.
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device with Internet access. Industry-specific taxes
such as those for SIM card registration, which add
to the burden of neutral taxes, should be eliminated.
Similarly, there should not be tax breaks on specific
access plans. Tweaking the tax rates applied to specific
plans can often distort how these plans evolve and can
actually act as a limit on meeting goals. If governments
wish to provide subsidies to consumers, these should
preferably come from general revenue in a transparent
and neutral manner, to ensure the benefit is passed on
to the intended beneficiaries. These subsidies should be
equally available to all competitors in the marketplace
to not stifle competition. Finally, as competition lowers
prices, it also reduces the tax burdens of instruments
such as VAT. Typically, any reduction in government
revenue resulting from lowered prices is compensated
for by increased market size, volumes and other factors.
In addition, neutral taxes do not distort the market in
the same way as industry-specific taxes. For example,
the level of tax applied to SIM registration, introduced
for mobile phones, may depress the use of SIM cards
for IoI" devices, which have entirely different average

revenue levels.

While the cost to connect to the Internet is generally
decreasing worldwide, affordability must remain
an explicit goal — one best achieved by fostering
competition. Experiments with zero-rated services to

provide limited access and other alternative pricing

-~ Recommendation
o

schemes for providing basic access to some Internet
content, may be of some benefit for connecting low-

income populations to the Internet.

Affordable Internet Access:
Devices

Another important consideration for expanding
connectivity is the cost of devices used to connect to
the Internet. In order to achieve an Internet for all, new
users must have access to affordable devices. Without
affordable devices (such as smartphones, personal
computers or laptops) it will not be possible to bridge
the digital divide. Policies such as customs duties,
tariffs or import quotas can increase the final prices
of devices. The lack of commercial flexibility that may
prevent ISPs from offering plans that offer discounts
on devices, can also hinder acquisition. That said,
such practices can come with their own set of issues,
including the duration for contracts or potentially more
expensive outcomes for users, including those that
purchase their device separately. This is why promoting
choice for users through tools such as competition is
critical along with the flexibility for commercial offers

to evolve.

Governments need to ensure their taxation policies do not bias the market for Internet services or related
equipment. Telecommunication, Internet access and usage should be taxed at the same rate as other services.
If governments want to provide subsidies and incentives to consumers, they should be done in a transparent
and neutral manner rather than through the taxation system.

Recommendation
Governments should fully use the tools at their disposal to promote competition among the producers and

sellers of devices to increase affordability, whether purchased separately or as part of service plan.

Recommendation

Development assistance agencies, civil society organizations or other actors can also help make devices
available to the poorest segments of the world’s population by creating special programs that help provide
the devices necessary to connect to the Internet.
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Figure 11: The Web as Small and Medium-sized Enterprise Multiplier
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Some countries have developed special programs to
lower the costs of devices for low-income users. For
instance, Colombia offers a general tax exemption
on devices in the lower and medium price range. In
addition, it gives subsidies for users in the lowest
income bracket, which can be used either for buying
a device or paying for a broadband connection. Other
countries have developed programs that provide users
with free devices, such as Uruguay’s One Laptop per
Child program. In addition, the private sector has
been developing a broader range of less expensive
devices in recent years, especially in markets where
the level of competition is high between different

device makers.

Human Capacity

'The Internet stimulates creativity and makes available
newopportunities—including opportunities thatwere
once out of reach for individuals and entrepreneurs.
As the global economy grows increasingly digital
and more interconnected, the Internet has become
an essential tool for job searching, networking,
conducting business, receiving and making payments

with buyers and suppliers, and accessing microcredit.

The wealth of knowledge that can be accessed online
canbe used to improve all aspects of human well-being.
However, it is important to remember that Internet
access is not just about providing infrastructure and
devices. People also need literacy, knowledge and
skills to use the Internet to its full potential. Basic
digital literacy is increasingly a required skill for
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better-paying and more productive jobs. Many simply
lack an understanding of the technology or a sense of
how it could be relevant to their lives. Others will not
use the Internet or services offered on it because they
are concerned about privacy and surveillance issues,
or they are afraid of cybercrime. Education about
the dangers users face and how users can best protect
themselves is a vital component of capacity-building
efforts.

Innovation can be a bottom-up process. Once
individuals are given the tools, they are likely to
be the most creative in addressing the problem of
unmet local demand. The power of demand-driven
innovation at the local level is well exemplified by the
development of platforms to allow mobile telephones
to be used for money transfer in countries without

well-developed or broadly used banking systems.

Transforming economies play an important role as
producers in the Internet economy. 'Their unique
experiences provide them with opportunities to
innovate in ICT and related Internet applications.
Transforming societies are not solely consumers of
Internet technology, but also play an important role

in the production and design of Internet and mobile

’f;.s Recommendation

applications to meet local needs and, sometimes, to
serve global markets. Corporate competition has been
dramatically intensifying as Internet platforms and
e-commerce marketplaces lower costs and barriers
to entry for thousands of small firms from emerging
economies. They are increasingly able to obtain the
resources and global exposure required to compete
with established industry incumbents from advanced
economies, building on their intimate knowledge of
local customs and needs.* Ensuring that individuals
are given the skills and tools to innovate and
governments promote a regulatory environment
that encourages ICT start-ups will be essential to
unleashing digital innovation and entrepreneurship

in the transforming societies.

Finally, it is important to recognize that demand
factors are just as important as supply factors in
explaining current adoption trends, and bringing new
users online. According to Herndn Galperin’s GCIG
Paper No. 34, which examines trends in Internet
access and use in Latin America, although users
in rural areas had access to needed infrastructure,
“the majority of nonusers simply found existing
services too expensive or irrelevant.”*® Thus, it is

incredibly important that all stakeholders play a role

Governments, in collaboration with other stakeholders, should emphasize the value of Internet connectivity

and promote demand for Internet content. This necessitates developing people’s capacity to use e-services,

such as e-health, e-government and e-learning.

7~ Recommendation
[ ]

SMEs play an important role not only in creating valuable local content, but for driving the development of

transforming nations. Governments should help to educate software engineers and local content providers

so that they can develop businesses that can compete globally and content that will encourage local demand-

driven Internet usage.

Recommendation

Governments should promote digital literacy programs in schools and within government organizations.

For government officials, the Internet has become an important tool to carry out their duties, the subject

of concern that may require legislative or regulatory responses, and even for international outreach and

diplomacy. It is vital that policy makers understand the foundations of the technology and the principles

that must be maintained in order to preserve the Internet as a tool for innovation, communication and the

enjoyment of rights.



in emphasizing the value of connectivity and create
online platforms that are tailored to the specific needs
of their respective constituencies, as well as providing
them with the tools to develop their own applications

and services to meet local requirements.

Inclusion

The Internet offers an opportunity for greater
inclusion of often marginalized groups. Achieving
universal access to the Internet means ensuring no
one faces barriers to access based on attributes such
as their age, race, gender, culture or ability. Priorities
should include linguistic inclusion and the inclusion

of people with disabilities.

As the next four billion people come online, language
will be a major barrier to inclusion. Many people are
not aware of the Internet’s potential, or cannot use it

in a way that is meaningful to them, because there

is no useful content available in a language they can
understand. In order to connect everyone, it is vital to
increase the representation and availability of content

in a wide variety of languages and scripts.

Language is not the only barrier to inclusivity. When
it comes to the Internet and the various applications
made available through new technologies, people with
disabilities face different barriers. Surveys conducted
by the World Health Organization have found that
persons living with a disability are half as likely to have
a computer at home, and even less likely to have an
Internet connection.*” This is troubling, as the Internet
can open up new economic and social horizons for
people living with disabilities that might not have been
possible before. The Internet can provide access to all
kinds of health, education, transport, government and
services information. Individuals can access health-
related information or services, local and global
markets, or Internet forums. Online communities

can provide opportunities for individuals to share

INTERNET ACCESS FOR REFUGEES

The United Nations High Commissioners for Refugees (UNHCR) estimates that refugees spend an average of
17 years in exile.®* This figure represents the average number of years refugees are displaced and in need of
assistance before they can safely return home or find refuge in another country. The UNHCR also estimates that
there are currently 60 million displaced men, women and children as a result of continuing crises around the
world.*® According to the UNHCR as of 2015, 51 percent of refugees were under 18 years old, which represents the
highest figure for child refugees in more than a decade.*! Technology can help alleviate some of the suffering that
individuals face in refugee camps for extended periods of their lives. In addition to being a critical connectivity tool
through which refugees can communicate with family members, the Internet is an essential tool of twenty-first
century commerce that allows displaced individuals to put to use their entrepreneurial skills and eventually lessen
their dependence on aid. Access to online information is also a crucial engine of learning and human development.
While the role of teachers is essential, access to online education is a very important tool to ensure refugees can
continue their education while dislocated. The less disconnected refugees are, the easier it would be for them to

reintegrate back into societies, whether in their countries of origin or in other destinations.

Recommendation

It is therefore imperative that refugees be provided access to the Internet by host governments or as part
of an aid package from international donors. Host governments, specialist agencies or non-governmental
organizations should also ensure access to online education and entrepreneurship courses, and support sites

to ensure the continued human development of refugees.
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their experiences and build support networks across
diverse cultural and geographic contexts. Accessing
general information and being able to participate in
online communities can be an incredibly empowering
experience, as it enables people with disabilities to
overcome any potential physical, communication and

mobility barriers.

While there have been many positive developments in
terms of making technology accessible and developing
programs and applications for blind, deaf and hearing
impaired people, there are still many challenges.
“Persons with disabilities face as many different
barriers as there are types and degrees of disability.
For example, people with a visual impairment who
use screen-reading software may be confronted by
websites that have confusing navigation, or that lack
descriptions of images; while people with a hearing
impairment may be unable to participate in online
conferencing because it lacks captioning.”*® 'The
Commission believes that people with disabilities
should have choice in Internet technologies and
communications devices equivalent to that available
to other people — in terms of access, quality and
price. Addressing these challenges will require raised

awareness of these issues, innovations in technology,

’?‘ Recommendation

development of common standards and a regulatory
environment that promotes access for those with
disabilities. Access issues related to disability are
important issues that affect us all. While we might
be able to make full use the Internet now, this can
change over time, especially as we age. It is vital that
policy makers and regulators make inclusion a policy

priority.

Measuring Access

Having access to high-quality and timely information
is vital for guiding appropriate policy responses.
Knowing who is connected in aggregate terms, how
they are connecting and the effects this connection
has on people’s lives, can help all stakeholders not
only address divides in access, but also improve the
quality of connection and the relevance of policy.
Yet, for many parts of the world, the metrics used to
measure Internet access are not up to date and not
available in a timely manner. Consistent metrics for
measuring access and processes for ensuring that data

collected is current and reliable need to be developed.

Governments play an important role in increasing access for persons with disabilities through their respective

legislative processes. Open technical standards that promote access for persons with disabilities should be

incorporated into procurement policies, with adherence a requirement for hardware and software.

7~ Recommendation
[ J

Governments should provide incentives and appropriate regulation to encourage private-sector hardware

manufactures and software developers to include accessibility standards in their products. Non-governmental

organizations and technical consortiums that develop these standards should also be encouraged to continue

to develop them.

Recommendation

Current information is vital